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Abstract: In the era of global crises, the ethical aspects of communication about
shocking events, actions and their results are becoming increasingly important. In
such situations, leaders, the media and civil society enter into competition, as their
interpretations conflict and struggle to gain supporters and trust. The paper examines
examples from the Covidl9 pandemic crisis and the imposition of the “Green Deal”
policies in search of a response to the environmental crisis, which aim to reorient the
entire economy on new foundations. The proposed policies rely on a misinterpretation
of scientific data and silence the voices of real scientific experts. Crisis communication
is political communication because it is related to the exercise of power and influence,
to the pursuit of material interests. The key question is whether significant results can be
achieved by violating ethical rules, human rights and the mass dissemination of panic
information. The thesis that false propaganda and the pursuit of profits cannot protect
people from the negative consequences of global crises, and it is more important for
them to defend their rights themselves, is justified in the paper:

The concept of artificial intelligence is very present in postmodern society, with
exclusivity on various areas of public life. Artifical intelligence means the suitability
of engaged devices and computers in the observation of concrete social processes.
This also applies to the development of law, digitization of education and international
subjects frameworks governing it. The systems of that global project are become
more autonomous, issues of security, transparency, accountability, job losses and
discrimination gain of essential importance. Efforts to take the leading position in the
management of artifical intelligence initiated the institutions of the European Union to
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take certain steps in the direction of that concepts. The aim of this paper is a scientific
consideration of the exclusive trends in the implementation of artifical intelligence in the
fields of European law, education and international relations.

Key words: crisis communication, ethical aspects, human rights, democracy,
entrepreneurship, artificial intelligence, European law, digitization, education,
international relations, European Union

Introduction

We are living in a time of continuous and interconnected crises of a global,
regional or local nature. This situation makes the ethical aspects of the dissemination of
information about events, actions and their results extremely important. Crossing certain
moral limits can lead to lasting negative results such as panic among the population,
provoking violent responses and social discontent, distrust of the authorities. In this
article i will develop arguments for maintaining and expanding these limits in order to
protect people from fear-mongering and manipulation.

In crisis situations, leaders, the media, civil society, and all those affected by
the consequences are in a race to impose their interpretations of what happened and
to find support and trust. Whether it is leaders who have to explain why a disaster or
failure occurred, media outlets revealing information about a terrorist attack or industrial
accident, or managers faced with the difficult task of explaining why a company is
closing, all face the same problems and difficulties in transmitting and disseminating
information.

The phrase artificial intelligence has become a widely exploited term in the
world’s official vocabulary, thus managing to take an important position in regulatory
and political negotiations. It often evokes futuristic images in the various contexts that
are discussed, despite the fact that it is already very much a part of our daily lives.
Artificial intelligence algorithms have given online streaming services the ability to
accurately predict social events in the areas under observation. The use of computers
and other modern machines has a significant impact on the ability of people to make
adequate decisions at all levels of community organization.

Some researchers compare the impact of artificial intelligence on modern society
to the discovery of electricity in the past. It is an indisputable fact that it has proven to be a
“general-purpose technology” with wide effects and even greater potential. The basis for
the application of this concept are the provisions of the legal institutions of the European
Union, as binding on the members of this collectivity. Adopted directives, regulations
and other normative documents provide a framework for creating solutions in certain
areas. This is especially true in the field of education and science, which have proven
to be adequately credible through the distance learning strategy and others. Scientific
research in the humane application of postmodern technologies and new ventures in the
digitalization of education is imperative. Education in the future must be the foundation
of the strategy of sustainable development of society in all segments.

The current development of artificial intelligence and future constructs have
sparked numerous debates about its impact on the prospects of human existence. The
controversies relate to the indisputable modernization in all areas of its application, but
also concerns about human safety, the ethics of decision-making, skepticism about the
possible loss of jobs due to automation. The rapid progress of the economy and post-
industrialization should not produce social, existential consequences. Today, the current
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concept is widely applied in various areas of public life of individual states, as well as
in the broadest context of international relations. It is necessary for relevant subjects to
continue research in the conception of humane, optimal solutions in all spheres of the
human community.

Theoretical Background and Methods

Ethics regulates human relations through certain, socially accepted rules for
evaluating human actions. They are enshrined in ethical codes and recommendations of
various professional ethics, in declarations and decisions of relevant committees. Ethics
is gradually becoming a significant institutional regulator of human behavior by setting
standards for dividing human actions into good and bad.

It is natural to ask how applicable it is to crisis communication? This type of
communication is a political process because it is related to the exercise, distribution and
redistribution of power. The ethics of crisis communication should counteract abuse and
manipulation, and also protect citizens from violating their interests and expectations.

In the analysis below, I am trying to answer the question of why the ethical rules
for the dissemination of information about the Covid-19 pandemic (2020-2022) were
grossly violated in order to cause panic among people and make them lock themselves
in their homes? All critical voices were silenced, even treated as fake and a crime. Why
is the same being done with the “Green Deal” project and the promotion of sustainable
development policies? Both propaganda campaigns rely on a distorted interpretation of
scientific data and an attempt to silence critics and even real scientific experts. The key
question is whether significant results can be achieved by violating ethical rules and
massively distributing panic messages?

In the following analysis, I have used methods from social philosophy and ethics,
as well as security theory. Such methods include critical rational discussion, moral
analysis of actions, and theory of making decisions in security crises.

Results

Crisis communication is a kind of political communication because it is related to
the exercise of power and influence, to the pursuit of material interests. My thesis is that
behind the two global crises mentioned we could find the interests of representatives of
the economic and financial elite from the most developed countries, who want to impose
restrictions on democracy, build a society of digital authoritarianism with the closure
of part of the population and earn huge money from the restructuring of the economy
on ecological foundations. The tool for achieving these goals is the corporate media
and political propaganda. To succeed in imposing their truth they must tell convincing
stories that will force people to submit to manipulation. Restrictions on rights are being
enforced with a force unknown even in the history of totalitarian states. Countries like
Canada and Australia have become testing grounds for totalitarian experiments to limit
protest voices and violate people’s rights. People must understand that their rights are
being violated by corrupt politicians. The present-day political change in the United
States is a prerequisite for holding accountable those persons and organizations involved
in organizing these crises and for giving the necessary weight and effectiveness to public
opposition to the plans of globalism. Former protest voices like Robert Kennedy are now
entering government and will hold accountable the abuses of public health for financial
and political purposes.
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Discussion

Let us take a look at possible ethical regulations of crisis communications. It
is necessary to emphasize that not the information about facts that should be limited,
but the imposition of one-sided interpretations with a manipulative purpose. The best
countermeasure to authoritarian manipulation, which is presented to protect people, is
critical rational discussion. (Bouzov, V., 2018, 60)

In his work “The Myth of the Framework”, 1987, Karl Popper developed the thesis
that in the classical views of the discussion (Plato, Aristotle) a “myth of the framework”
prevails, according to which 1) truth is born in it, 2) the parties recognize each other their
arguments and together seek its establishment. This point of view leads to dogmatism -
acceptance as true of something that has not been proven logically correct. Let us recall
that confirmations lead only to probable conclusions. Popper claims that the absolute
truth is not sought in the discussion (strict justification is impossible), the parties start
from the maximum difference between each other and strive to refute the raised theses,
it is affirmed the diversity of viewpoints. In a rational discussion, the parties must start
from a maximally large “gap” between them, they do not admit their arguments, and
nothing is protected from critical scrutiny. Pluralism and criticism lead to a “clash” that
is beneficial to each side.

It should give a voice to all voices - politicians, citizens, scientists, journalists.
The free exchange of opinions and interpretations can guide society towards developing
effective solutions. Nothing should be left outside critical scrutiny. The spread of false,
unverified and fear-mongering information in the media should be limited, including by
legal measures. It should always be reported who has an interest in imposing a certain
interpretation of the facts or implementing a corresponding solution. Coalitions of
politicians, media and corporate giants should be exposed.

In the theory of crisis communications, this process is called “meaning-making”,
the production of a narrative of what exactly happened (Boin, A. P., Hart, E., Stern,
B., Sundelius, 2015, 71) Leaders and other responsible persons try to reduce the
public and political uncertainty caused by the crisis. They can do this by articulating
an acceptable narrative that conveys their point of view about what happened, why
it had to happen, what needs to be done to resolve the crisis. And most importantly,
what to rely on and whom to believe? In this complex process, public leaders (political
leaders, managers, public authorities) unite with other political actors for joint actions in
shaping the public’s perspective on the crisis. The problems are also complicated by the
objective circumstance that in modern information societies, communication channels
are increasingly intertwined and linked, and many interested parties can disseminate
through them impactful facts and images of the crisis in a short time.

The ability to conduct crisis communication makes the difference between building
and losing consensus and trust in leaders. It can make their policies more effective and
enable them to maintain their reputation in the eyes of the public. If leaders do not direct
their messages and messages to the public about the causes, consequences and remedies
for overcoming the crisis, others will. This can include media outlets with an interest in
spreading scandalous news to sell themselves, competing political structures or leaders.

In rational and viable democracies, there must be legal, ethical and practical
limits to “news management” in a crisis situation. Sometimes crisis communication is
presented instrumentally as a set of mandatory rules. However, this does not guarantee an
answer to the specific challenges facing crisis communication in public activity. A crisis
causes a rapid breakdown of the symbolic frameworks that justify the socio-political and
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psychological order that existed before it. Uncertainty begins at the personal level with a
cognitive conflict, leading to a loss of faith in the normal order of things and a refusal to
accept information that they have changed for the worse. On the crisis front, numerous
actors and organizations with different interests and different definitions of what is
happening clash. Different strategies are also proposed to deal with the crisis. It is the
duty of politicians to lead the response to the crisis towards a solution in the interest of
society. If they work for the interests of global organizations and corporations, this will
be understood and they must be held accountable, including through the legal system.

The context of crisis communication includes leaders (political leaders, managers),
the media and citizens. Citizens affected by the crisis are presented in the media with
various stereotypical images - observers, victims with minimal knowledge of what to do,
witnesses. The media claim that their mission is to spread knowledge about the crisis,
to inspire calm, to help with actions to overcome it. But very often the opposite happens
and the crisis deepens because of their participation.

It is often very important for organizations to be ahead of the media in reporting
shocking facts. Only in this way will they be able to convey their truth about what
happened. Politicians can often fall into the trap of trust — a deviation in credibility
through bad advice on crisis communication, a “partisan” reading of the situation. It is
dangerous to overestimate rosy scenarios, because most often they do not happen.

A few words about the symbolic management of the crisis. One of the most
frequently used strategies is masking - concealing, not telling the whole truth. However,
it is no more successful than the complete or partial replacement of the truth with
another, more convenient description of what happened. It can be used to a greater extent
to manipulate consciousness. Often, crisis responses are shaped by rituals - socially
standardized and repeatable behavior that has been appropriate in other circumstances.
The explanation may also come from the analogy with other similar events for which
there is already experience.

We can give an example of the panic that Western political elites and the WHO
fell into in 2020, when, after predictions of the rapid death of millions from Covid-19
in the models of the British Imperial College) they imposed with great speed monstrous
restrictions on travel, personal life, all kinds of economic activities, and even stopped
sports competitions. Klaus Schwab, the leader of the Davos Billionaires Club, saw
in the pandemic a “space of opportunities” for the realization of his utopian project
of digital totalitarianism. (Czyzhewski, A., 2024, 25) The media spewed catastrophic
news. Politicians rushed to massively restrict people’s rights. The propaganda in favor
of the digitalization of all major commercial and economic activities launched by Klaus
Schwab and his associates, along with support for the restrictions on the “pandemic”,
reveals the intentions of the representatives of these richest circles. The measures against
the pandemic inevitably accelerate the digitalization of “everything” The “Industry
4.0” society will change everything beyond recognition and will not need so many
workers and employees — people will become unnecessary. Mobile shopping, working
“from home”, online learning, “telephone” medicine creates the illusion among global
capitalists that they will be able to get rid of a large part of their workers; in schools,
there can easily be only one teacher of a subject for the entire country, and office workers
can be completely laid off. By 2035, % of the jobs in restaurants, entertainment, and
trade should be robotized. And the “old” billionaires of the World Economic Forum will
be able to turn into superhuman beings with the help of medicine, as transhumanism
propagates.

The scenario with the imposition of the “Green Deal” is similar. Today we are
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witnessing a distortion of the foundations of normal life by neoliberal propaganda,
which relies on dubious data and tries to impose severe restrictions on economic and
human development. It must be said that corporate business has long been preparing
for the great transformation of the economy from one based on natural, but limited and
expensive, resources such as oil and gas to ecological production, from which untold
wealth is expected. In the 1960s, a group of politicians, scientists, and economists
created the Club of Rome, which in a 1972 report called “The Limits to Growth” based
on computer simulation, developed the ideological thesis that human production activity
threatens nature and depletes limited natural resources. They noted the exponential
growth of the population with limited resources. The forecast is that by 2013 resources
of a number of precious metals and oil will be exhausted. In fact, it is a modernized
version of Malthusianism, but based on some objective facts and aimed at seeking
direct economic benefits by implementing policies in the interests of rich countries. The
concept is presented in humanitarian pathos in the books of Aurelio Peccei, but there it
already begins to resemble a religion with Masonic elements.

The global warming campaign is supported by politicians from rich countries
and the global media. The goal of developed countries is to limit the opportunities for
industrial growth of poor countries under the pretext that the planet must be preserved.
This should give impetus to the new economy on ecological foundations, which will
bring fabulous profits. Critical opinions about “global warming” are collected at https://
www.climatedepot.com/. Scientists supporting negative opinions have world academic
authority and number more than 1500. An important argument in favor of “global
warming” was the so-called “ozone hole”, but today it seems to be closing. (Jleuesa,
P., 2023, 22) Supporters of left-wing environmentalism are losing their main argument.
However, we must say that we do not deny the deepening of environmental problems,
but only the globalization of panic reactions and attempts to impose policies based on
bad science. Global approaches to the problem do not lead to its solution. The countries
that have embraced the Green Deal and defended its harsh regulations may turn out to be
a large minority, and the self-imposed deprivations may prove ineffective.

Artificial Intelligence in Entrepreneurship

Artificial Intelligence is the international abbreviation Al, which is the result of
the English translation of the phrase Artificial Intelligence, i.e. the domestic Al, which
implies the application of modern information and communication technologies in order
to solve crisis trends and problems in specific situations, improve entrepreneurship in
business, i.e. the wider context of the prosperous functioning of society. It is a theoretical
and pragmatic phenomenon that has been widely exploited in the contemporary
vocabulary of the international community and each individual national creation in
all domains of human engagement, as well as in the field of entreprencurial business.
The postmodern controversial society of global crisis and progress emphasizes the
implementation of concrete postulates of artificial intelligence in order to improve the
business environment in all spheres of entrepreneurship, economic and non-economic
activities. As a multidisciplinary scientific discipline, it is gradually being incorporated
on the basis of other disciplines, such as education, psychology, neurology, cybernetics,
computer science, healthcare, industrial production, and business. As a postmodern term,
we can treat it from a number of perspectives. As an empirical scientific discipline, it
deals with the research and understanding of intelligent manifestations, whose research
tool is the abstraction and modeling of intelligent manifestations, which usually take
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place with the help of computers and other information and communication means.
The phrase artificial intelligence lately refers to a term used not only by people in the
technical field, but especially by the general public. In a literal interpretation, the term
“intelligence” can be thought of as the ability to solve complex tasks, while “artificial”
indicates that this intelligence was not created by evolution, but by us, humans. To a
lawyer, legislator, or judge, this definition seems very vague, legally elusive, immaterial,
and unusable.

The conceptual definition of artificial intelligence differs significantly from
constructions from other scientific fields, by interpreting working definitions. An
appropriate definition makes it possible not only to understand the meaning of the term,
but especially to work with it in the context of the legal sector, normative regulation and
legal jurisprudence. By its very nature, it is a multifaceted, unstable, and changeable
concept. Taking into account the official international legislation, i.e. the legislation of
the European Union, it is objectively more appropriate to consider it according to the
following principles:

* Identify the risks posed by the development, use or activity of artificial

intelligence in business.

* Identify a social, economic, or other area that may be at risk.

» identify the properties and parts of artificial intelligence that are the source of

the said risk, and

* Accurately position the displayed characteristics or parts of artificial

intelligence.

In order to find a definition of the term artificial intelligence, this paper will explore
legislative sources, legal theory, and finally expert sources. Legal acts of the European
Union come in many forms, with different degrees of legal obligations and different
circles of addressees. In this section, only legal regulations that are legally binding and
intended for all countries of the European Union, i.e. regulations and directives, will be
considered. The most important legal documents in the field of European law in this area
are:

» Directive (EU) 2019/1024 of the European Parliament and of the Council of

20 June 2019 on open data and the re-use of public sector information (Open
Data Directive). This document provides a legal framework for the reuse of
public and publicly funded data for commercial and non-commercial purposes.
It is one of many instruments aimed at supporting the European Union’s
technological competitiveness, “especially with regard to the development of
artificial intelligence”. The term artificial intelligence appears quite often, but
only in the preamble to this directive. Artificial intelligence is an advanced
digital technology that is used to analyze, intelligently use, and process data.

* Regulation (EU) 2019/452 of the European Parliament and of the Council

of 19 March 2019 establishing a framework for the screening of foreign
direct investments into the Union (Investment Screening Regulation). The
aim of this Regulation is to establish a uniform framework for the screening
of foreign investments in strategic sectors for reasons of public order and
public security.In this context, an EU Member State has the power to prohibit
foreign direct investment from third countries if it assesses the investment as
a security risk. When determining whether a foreign investment is likely to
have a security impact, a Member State may consider its potential impacts
on, for example, critical technologies “in the field of artificial intelligence”. It
puts software and technology on the same level, which can be used for both
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civilian and military purposes.? However, he no longer develops the concept
of artificial intelligence.

* Regulation (EU) 2018/1807 of the European Parliament and of the Council
of 14 November 2018 on a framework for the free flow of non-personal data
in the European Union (Regulation on the free flow of non-personal data).
Similar to the Open Data Directive, artificial intelligence is attributed de
ability to work with data. Moreover, the Regulation on the free flow of non-
personal data does not define this term in any way or deal with it in any other
way.

Based on the above, it is noticeable that European legislation uses the term artificial
intelligence primarily in the sense of new technologies that make extensive use of data
for their activities. In recent years, the European Union has been very active in the field
of preparing legislation on artificial intelligence, primarily with the aim of ensuring legal
certainty and competitiveness of the European Union in the field of digital technologies.
To this end, in April 2018, the European Commission, together with the member states
of the group, presented a coordinated and comprehensive plan to support and develop
artificial intelligence in the member states of this collectivity.

Artificial Intelligence in the Field of Digitalization of Education and Science

Viewed as a scientific discipline, the topic of artificial intelligence was originally
based on the assumption that human intelligence can be described in detail and thus
simulated by machines. (Neskovi¢, S., 2023, 77) In the development of artificial
intelligence, this involves simulating a range of abilities, including reasoning, learning,
perception, and other skills required by humans to solve complex problems. Although
artificial intelligence has been developing at a rapid pace in recent decades, it is still
only “intelligent” in the narrowest sense of the word. It would be much more accurate to
call this progress a revolution in information statistics than a revolution in intelligence.
(Hannah, F., 2018, 14) Understanding the functioning and nature of artificial intelligence
is a necessary task to create rules for its possible regulation. For example, the issue of
giving basic human rights and freedoms to artificial intelligence is a topic of the future,
which is currently much discussed in legal theory. However, many of these contributions
do not reflect the current level of artificial intelligence, which already raises many current
and still unanswered legal questions.

For the purposes of complex analysis, the field of artificial intelligence can be
divided into two universal approaches: a narrower concept and a general concept. A
narrower approach to artificial intelligence simulates some elements of intelligent
behavior and is based on the hypothesis that every aspect of human intelligence can
be described to the point that it can be simulated by a machine. It works in a limited
context and cannot operate outside of that scope. The Al in its current form is vague
and incapable of determining the preferences or goals to be achieved. It is still up to the
person applying artificial intelligence to determine the scope and goals of a particular
process. The bottom line here is that artificial intelligence can improve ways to achieve
a goal, but it can’t change it. General artificial intelligence is currently hypothetical
intelligence and refers to intelligence that would be able to understand, learn, and solve
any task that a human can do; Be aware of your own mental state and actions. This is the
subject and probably the goal of the entire scientific field.

The beginnings of artificial intelligence in education can be traced back to
the 1970s, when researchers were interested in how they could replace one-on-one

2 Article 2. Regulation of the European Parliament on investment screening
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instruction between people. In 1995, John McCarthy conducted research on certain
processes that can characterize machines as humanly intelligent. This marks the
beginning of digitalization in education, where applications are being developed not only
for students, which contained tools to support and evaluate learning, but also for teachers
to support teaching, as well as for a system that supports the management of educational
institutions. Artificial intelligence helps in education in two ways. The first way is the
educational process that helps and modifies the pedagogy and routine functions of the
pedagogue. The second way is the scope and content of education, which tells what kind
of education is needed. With the advent of artificial intelligence in education, it is now
possible to seamlessly integrate and transform teaching and learning.

Digitalization through the prism of artificial intelligence in education is evident
in the areas of computer vision, natural language processing, and intelligent adaptive
learning. The field of computer vision is based on computer equipment that analyzes
and processes visual data in the form of images and videos. Traditional education
has changed, thanks to the use of smart applications in various subjects (English,
mathematics, computer science). Smart apps in education can help teachers explain
material, help students practice material, or better remember and understand. Thanks to
artificial intelligence, teachers and students have the opportunity to learn using a variety
of methods, which is why customized lesson plans for students are created based on
their needs and current learning environment. The result is a more engaging learning
experience for students and at the same time improved learning efficiency.

The field of artificial intelligence in the digitalization of the educational process
is demonstrated through technological advances, with a successful pedagogical impact,
mainly thanks to subtopics such as intelligent tutors for teaching, feedback or the quality
of student learning. Educational systems with the application of modern information and
communication technologies help to immediately identify students at risk by analyzing
the dynamics of the classroom and student engagement in learning. In this context,
we list the following paradigms: Pedagogical Agents, Adaptive Learning Systems and
Intelligent Learning Systems (ITS).

Pedagogical agents belong to a new pedagogical approach called personalized
adaptive learning, which goes beyond e-learning in the classroom and is facilitated by
intelligent learning technologies. An educational agent is a digital or virtual character who
facilitates learning through integrated learning technology, which aims to incorporate
the social, motivational and emotional parts of learning with the help of technology
and communication with students through natural language. Communication by
pedagogical agents can influence student learning, through intrapersonal communication
processes in students, interpersonal communication between students and pedagogical
agents, facilitating learning for students in a group. Interpersonal communication
involves the internal processes of communication, goal setting, and self-confidence. At
the interpersonal level, educational agents support learning by providing task-related
messages, feedback, advice, and other advice throughout the learning process and based
on learning outcomes. Interpersonal communication and its adaptation is the key to the
quality of teaching, teaching strategies and feedback. Lastly, pedagogical agents help
students communicate during the discussion and manage their collaboration. (Kennedy,
R., Jr., 2021, 10)

In the 1950s, we recorded the roots of adaptive learning, and in the 1970s,
computer-assisted learning appeared, which can be considered the foundation of this
model. In the late 1990s and early 1920s, adaptive education gained popularity in the
United States. Adaptive learning systems aim to assist students in their learning and
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evaluation of teaching and practice. With the help of these systems, teachers can collect
data on students’ learning patterns and design better learning for them based on their
abilities, and then create teaching materials for them, in the form of online videos.
Teachers can use adaptive human-computer learning systems to respond to students’
online inquiries when problems can’t be solved in physical classrooms. Al-based adaptive
learning technology mimics teachers by teaching students one-on-one and equipping the
education system with many individualized learning skills that students can apply in the
real world. In recent years, the research of adaptive learning has been steadily deepening
due to the emergence of new technologies, such as human-computer interaction, big data
analysis, deepening the interaction of artificial intelligence with educational science and
psychology.

Intelligent Learning System (ITS) is an evident modality of digitalization of
education in a postmodern environment. It is an integrated learning tool that tailors
formal education through intelligent instruction or feedback. ITS is a computer-based
learning environment that helps students acquire knowledge and skills using intelligent
algorithms that adapt to students and drive complex learning principles. ITS is a
computer program that uses artificial intelligence techniques to improve and personalize
automation in the classroom. Intelligent learning systems are often referred to as the
former adaptive learning system. ITS supports learning through the adaptive and
interactive exchange of knowledge between computers, students and teachers, using
artificial intelligence technology. The systems have the ability to customize learning
activities and strategies based on the characteristics and needs of the student. Intelligent
learning systems are part of artificial intelligence techniques with educational methods.
The first intelligent learning system was developed by Jaime Carbonell in 1970, which
was called SCHOLAR.?

Intelligent learning systems consist of four component parts, which may have
different names in each literature. The first part is a professional module that covers
the knowledge that the student wants to learn. In the professional module, problem-
solving techniques and analysis of students’ activities in the learning process are
used. The second part is the Student Diagnostics module, which records the level of
knowledge, activities, behaviors, learning styles, lack of knowledge of the student, and
other information about the student, which is constantly collected and updated. The third
part is a teaching or pedagogical module that detects a lack of knowledge in students
and therefore focuses on strategies and methods for compensation. In this module,
adaptive feedback, finding the right learning path, and presenting adaptive educational
content are important. The fourth and final part is the user interface, which is used as
a communication to control the interaction between the user and the system. Scientific
research on the topic of personalization of intelligent learning systems issues deals with
the proper formulation of questions for students who have different levels of knowledge
about the subject. The researchers divided these questions into three levels of difficulty
— beginner, intermediate, advanced.

The Impact of Artificial Intelligence on International Relations

The discipline of international relations is the science that emerged after the
two great world wars so that these wars would not be repeated. Each technology
changes military power by acting directly on weapon systems and the field of defense.
Digitalization as an aspect of artificial intelligence confirms the thesis that robots can
replace human armies as new soldiers. We also have a new paradigm that can transform
3 Other relevant topics are the economic and managerial aspects of security
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artificial intelligence and machine learning, cybersecurity, and cyber warfare. In cyber
defense systems, artificial intelligence and machine learning can allow systems to not only
learn from vulnerabilities in the past, but also to observe anomalous behavior to detect
and respond to unknown threats. In addition, artificial intelligence is a technology that
can cause changes not only in military power but also in economic power. It eliminates
labor costs and insufficient weakness of work, which is an obstacle to increasing wealth
and prosperity.

Digitalization in the military security sphere is considered from the point of view
of artificial intelligence through the phenomenon of “killer robots”. Autonomous robots
that are not controlled by a human operator seem particularly dangerous because they
can destroy not only the enemy, but all of humanity. Mines can still kill people without
distinguishing between friends/enemies. An aggressive and revisionist state may want
to create a new order by building its entire army out of killer robots. Like the secret
weapon of Hitler’s Germany before World War 11, these digital robots have the potential
to radically change the world’s balance. Therefore, it is necessary for studies in this
area of technology to be transparent and for the weapons developed to be limited by
international law, as in a nuclear weapons regime. (Minsky, M., 2017, 11)

Computer artificial intelligence with its own decision-making ability and
associated robotic technology makes it possible to design robot soldiers in the military
field. Military robots that can automate modern battles, fight fearlessly, detect and disarm
targets with superhuman abilities (bulletproof, perfect aiming, work in extremely hot
and cold regions) are thought to perfectly target targets and disarm them, as they are
thought to reduce casualties and general damage when used in place of human beings.
The presence of an army of military robots on the first line of defense or a zone under
fire, robotic soldiers taking a position inside a building, neutralizing terrorists including
suicide bombers, the effectiveness of modular robots in research and research after a
chemical-biological or nuclear attack, the provision of logistical support are indisputable.

The software will play a major role in the design of military robots. Each country
will set goals by developing national software according to its threat and perception of
the enemy. Warfare based on artificial intelligence can actually be described as a war of
algorithms. The Chinese government’s Skinet smart surveillance system and the U.S.
military’s Maven project are being used in Syria. This shows that smart machines are
being applied in the military field. It is desirable to develop semi-autonomous weapons
that can be controlled by a human operator instead of autonomous weapons created
by a software algorithm. The possibility of autonomous military robots that can move
autonomously has sparked a lot of debate around the world. They are in danger of
ending the human race by copying themselves and communicating through computers.
The American series Terminator, directed by James Cameron, is attracting the world’s
attention in this direction, emphasizing that robots should always be under human control.
On the other hand, the biggest problem in the fight against terrorism is the difficulty in
distinguishing between civilians and terrorists. Violations of the human rights of the state
are the areas where terrorist organizations benefit the most in legitimizing their actions
and generating grievances. The effectiveness of the software should be tested to see if
the robot soldiers can find and neutralize the right targets. Nevertheless, military robots
will be able to undertake effective tasks in areas where a possible chemical-nuclear or
biological attack has occurred or prevent it.

The United States, the People’s Republic of China and the Russian Federation
continue to develop autonomous weapons systems and are in an arms race based on
artificial intelligence. All three countries have declared intelligent machines vital to
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the future of their national security. The arms race on the battlefield involved smart
drones and other systems roaming around shooting. Although it has unpredictable risks,
a country that is a leader in artificial intelligence technology will have control over
the entire world. Vladimir Putin has publicly announced Russia’s intention to pursue
Al technologies, saying: “Whoever becomes a leader in this field will rule the world.”
Similarly, the U.S. National Defense Strategy, released in January 2018, identified
artificial intelligence as one of the key technologies that will “ensure that the United
States will be able to fight and win the wars of the future.”

As the internet enters human life, all kinds of data are produced, and the
communication between the internet of objects and machines is strengthened. While
each data generated is recorded, the few countries that evaluate this data can be easily
manipulated by other countries. In the beginning, people produced a lot of digital content
in an uncontrolled online environment. The Internet has spearheaded a new field of
opposition and social movements, in which people, especially women, want to organize
themselves and change the existing order. With the leak of WikiLeaks data to the world’s
public, the problem of data security turned into a problem of regime security through
movements of digital activists organized through social media. Countries that have set
up their own national network for filtering and accessing the internet are trying to prevent
outside government interference. While the People’s Republic of China succeeded with
the Wechat system, Russia decided to abandon the global access network and establish
its own infrastructure.

The U.S. government, which created composite technology, pioneered the
technological revolution and consolidated its position as a major power. Al is also a
strategic technology that will guide the future. The Chinese government has already
approved a project called “Artificial Intelligence 2.0,” which has specific applications
in the economy as well as in military and intelligence structures. The Chinese Armed
Forces are now working on a unique project in VI 2.0, an initiative that relates precisely
to the relationship between civilian and military applications of VI. On July 20, 2017,
the Chinese government released a strategy detailing its plan to take the lead in artificial
intelligence by 2030.

The visual and voice recognition technology used in one’s own country has become
one of the goods for export. The social credit system that will be implemented will be a
model for many countries that want to revive the economy through consumption. In the
U.S. defense system, artificial intelligence is embedded in many intelligence, surveillance,
and reconnaissance applications, as well as logistics, cyberspace operations, information
operations, command and control, semi-autonomous and autonomous vehicles, and
lethal autonomous weapon systems. The most important part of artificial intelligence
technology is that it will change the balance of nuclear weapons in favor of a leading
country in this area. A country that has access to launch codes through this technology
will have a big advantage over the number of countries, regardless of how many nuclear
missiles it has.

As global players competing in the field of artificial intelligence, these three major
countries will also shape the future of human populations. They will be able to survive
in the international system without changing the concept of great power, because Al
technology will provide military, information, and economic supremacy. Other countries
will continue to protect their national security by preparing for comparative, defensive
security risks that may arise with Al technology. Because these threats can also come
from other states, but also from non-state actors, especially terrorist groups. Global
terrorist organizations can develop and implement a drone system to modernize the
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strategy of executing attacks on selected targets.

In terms of national security, in addition to the new model of war and the form of
weapons, there is also a threat of mass human migration. With the outbreak of civil wars
after 1991, many people had to migrate to safe countries around the world. The Syrian
civil war that emerged after 2011 led to the emergence of new radical Islamic terrorist
organizations and the participation of almost all countries in the world as foreign fighters.
With the civil war, the refugee crisis brought new problems for neighboring countries
and Europe. Biometric data such as fingerprints, DNA, retinas, voice recognition, and
facial recognition have become important for determining who is a civilian and who
is a member of a terrorist group. To exclude the movement of the population from the
threat, states will soon be able to choose to strengthen biometric security with artificial
intelligence, such as installing chips, tracking cameras with a chip in the country, to
accept those who enter their countries as refugees. The biometric database has become a
priority target for national security in every state. (Neskovi¢, S., 2024, 36)

Intelligence gathering and analysis is facilitated through open sources thanks to
Al-based software. Text analysis, tracking of digital traces of wanted individuals, analysis
of emotions and access to confidential information have become very simple. Computer
vision and machine learning algorithms in intelligence-gathering cells would comb
through footage from uninhabited aircraft and automatically identify enemy activity for
targeting. Computers with artificial intelligence faster than humans in terms of speed can
perform image recognition, speech recognition, and translation in noisy environments,
geolocate images with no associated metadata, merge 2-D images to create 3-D models,
and create building reasoning tools based on life pattern analysis. Al-based intelligence
analysis provides a decisive strategic advantage in decision-making and shaping. The
humanoid robot Rev-9 in Terminator Dark Fate will be able to replace humans as an
agent who can easily shapeshift to gather intelligence information. Algorithmic software
can be written by terrorist organizations and can be implemented through their own
communications. (Allen, G., Chan, T., 2917, 31) To detect this communication network,
human intelligence can be seen as possible by infiltrating an organization. Although
a mechanism has been developed that can control all algorithmic software for all
countries, different perspectives on terrorist organizations (freedom defenders/terrorist
organizations) may prevent the establishment of an effective preventive mechanism.

In terms of international relations, technologies related to artificial intelligence,
which we analyze from a security perspective, create opportunities and pose a threat
that can end all of humanity based on weapons systems. There is always a threat from
a revisionist state or the owner of a technology company to establish a new world
order with this technology. Human cyborg profiles can be considered indispensable for
both private military companies and governments by changing their warrior profiles.
On the other hand, while the poles are shifting due to global warming, there are views
that a photovoltaic storm will cause darkness in a world without electricity. In the
given environment, it is assumed that artificial intelligence can be dysfunctional and
experience a state that descends to the primitive level of life existence. An effective
control mechanism, transparent studies and widespread use of ethical codes of conduct
can be effective for the future of humanity. The task of artificial intelligence is to create
ethical guidelines, which is not in contradiction with the interests of economics and
business. Public choice theory points out that in rent-seeking behavior, interest groups
seek to obtain favorable policies and regulations that not only directly benefit them, but
also policies that are harmful to their competitors — creating barriers to entry. Ethical
guidelines that are already in line with their own can become a barrier for competitors
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while providing them with little additional cost in terms of compliance. (Bouzov, V.,
2023, 90)

An essential aspect of the European Al Alliance is the Digital Single Market
strategy to create further digital opportunities for businesses and people in Europe.
The EU Agency for Cybersecurity was established, the Digital Europe programme was
launched to increase investment in artificial intelligence, and widely available databases
of algorithms were created. In all these initiatives, the EU’s focus on “trustworthy”
artificial intelligence is clear. The aspect of reliability links ethics to the development of
policy and regulation. The Joint Declaration on the EU’s legislative priorities for 2018/19
made this clear by prioritising data protection, digital rights and ethical standards in
artificial intelligence and robotics. The aim is to ensure “a high level of data protection,
digital rights and ethical standards, while capturing the benefits and avoiding the risks
of the development of artificial intelligence and robotics”. A visible example of the law
that came out of this is the General Data Protection Regulation (GDPR), which came
into force in May 2018. It builds on previous EU data protection law and incorporates
artificial intelligence in several ways.

Conclusion

Global civil society and citizens of democratic countries must unite against
violations of crisis communication ethics and the unilateral imposition of false
interpretations. The elites’ conspiracy for power that is not confirmed by democratic
means must be rejected. The truth is always preferable to lies and false narratives that aim
to subjugate people to hidden power. Abuses of political communication during global
and regional crises must be eliminated through political and legal means.Democracy can
be defended by its most natural means - elections and the people of the United States
have shown how this can be done.

Artificial intelligence is an exclusive phenomenon of postmodern society, as an
expression of the ability of modern technical means, primarily computers, to perform
actions that are associated with intelligent beings. This phenomenon objectively shows
the expansion in all areas of human existence, from entrepreneurial business in all spheres
to implementation in all areas of international relations. The current phrase refers to
the stimulation of human activity through the use of machines that are programmed to
think and imitate their activities, which is normatively regulated in the documents of
European law. The concept refers to the project of digitization, i.e. the application of
information and communication technologies in various domains of human existence,
such as education, science and a wider range of international relations.

We believe that the set goal of the research has been fully realized, given that
the legal regulation of the concept under consideration has been presented, adopted
in the institutions of the European Union, which is implemented in various spheres of
social engagement. Modern technologies, primarily computers and computer-controlled
so-called advanced robots, among other domains, provide great opportunities for the
improvement of all levels of the education system and the development of science. This
was especially confirmed during the recent global emergencies, which affirmed the
methods of on-line and distance learning. The application of artificial intelligence with
digitalization in international relations is most evident in the fields of politics, economics
and security.

The widespread use of artificial intelligence marks a global challenge, with
significant scope to be incorporated, especially in the areas of politics and international
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security. Given the importance that the development of policies and regulatory
frameworks will have on the future of the human community, it is important to
understand the impacts that the process of development of a given phenomenon induces.
According to the Global Artificial Intelligence Index, the United States, China, Canada,
the United Kingdom and Israel are in the lead. Scientists predict that by 2030, about 70%
of companies will include at least one feature with Al technology, while about half will
deploy a wider range of business engagement.

It can be stated that there are numerous benefits of applying artificial intelligence
and digitization projects, such as: support in scientific research and educational activities,
competent management of projected tasks, easier access to information and assistance to
high-risk professions, primarily mining and heavy industry. There are evident challenges
in the following areas: discrimination against citizens by machine learning, protection
of personal data, adequate current legislation, possible loss of jobs through the use of
automation, dependence on human creation, possible errors in diagnostics, and others.
Therefore, the perspective of socially credible Al is uncertain, suggesting that research is
imperatively developing in the context of humane and ethically responsible engagement.
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